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21Nails: Multiple Critical Vulnerabilities in
Exim Mail Server

Newly discovered critical vulnerabilities in the Exim mail transfer agent (MTA) software allow

unauthenticated remote attackers to execute arbitrary code and gain root privilege on mail

servers with default or common con�gurations.

The security �aws (10 remotely exploitable and 11 locally) found and reported by the Qualys

Research Team are collectively known as 21Nails.

One of the vulnerabilities discovered affects all versions of Exim going back all the way to 2004

(going back to the beginning of its Git history 17 years ago).

Read More on Qualys blog
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred is one of the largest online gambling companies in the world with a diverse team of

1,600 people serving over 26 million customers across Europe, Australia and the US. We offer

pre-game and live Sports betting, Poker, Casino and Games through 11 brands across our

markets. We are committed to offer our customers the best deal and user experience possible,

while ensuring a safe and fair gambling environment. Kindred is a pioneer in the online

gambling industry and is an innovation driven company that builds on trust.
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