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Critical Bugs Expose Hundreds of Thousands
of Medical Devices and ATMs

Specialized health care devices, from imaging tools like CT scanners to diagnostic lab

equipment, are often inadequately protected on hospital networks. Now, new �ndings about

seven vulnerabilities in an Internet of Things remote management tool underscore the

interconnected exposures in medical devices and the broader IoT ecosystem.

Researchers from the health care security �rm CyberMDX, which was acquired last month by

the IoT security �rm Forescout, found seven easily exploited vulnerabilities, collectively dubbed

Access:7, in the IoT remote access tool PTC Axeda.

The platform can be used with any embedded device, but has proven particularly popular in

medical equipment. The researchers also found that some companies have used it to remotely

manage ATMs, vending machines, barcode scanning systems, and some industrial

manufacturing equipment.

Read More on Wired

https://www.wired.com/story/access7-iot-vulnerabilities-medical-devices-atms/
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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