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Googling for Software Downloads Is Extra
Risky Right Now

Searching Google for downloads of popular software has always come with risks, but over the

past few months, it has been downright dangerous, according to researchers and a

pseudorandom collection of queries.

“Threat researchers are used to seeing a moderate �ow of malvertising via Google Ads,”

volunteers at Spamhaus wrote on Thursday. “However, over the past few days, researchers have

witnessed a massive spike affecting numerous famous brands, with multiple malware being

utilized. This is not ‘the norm.’”

Read More

https://arstechnica.com/information-technology/2023/02/until-further-notice-think-twice-before-using-google-to-download-software/


 

More #News

Foreign states already using ChatGPT maliciously, UK IT leaders believe

Hackers weaponize Microsoft Visual Studio add-ins to push malware

Net�ix’s US Password-Sharing Crackdown Isn’t Happening—Yet

 

#Breach Log

North Korean hackers stole research data in two-month-long breach

Sharing People’s Medication Data for Advertising Now Comes With Consequences

TruthFinder, Instant Checkmate con�rm data breach affecting 20M customers

 

#Patch Time!

Researcher drops Lexmark RCE zero-day rather than sell ‘for peanuts’

New Wave of Ransomware Attacks Exploiting VMware Bug to Target ESXi Servers

Critical vulnerability patched in Jira Service Management Server and Data Center

 

#Tech and #Tools

OpenAI releases tool to detect AI-written text

XSS Hunter tool is resurrected with new features

Serious security hole plugged in infosec tool binwalk

https://www.csoonline.com/article/3687089/foreign-states-already-using-chatgpt-maliciously-uk-it-leaders-believe.html
https://www.bleepingcomputer.com/news/security/hackers-weaponize-microsoft-visual-studio-add-ins-to-push-malware/
https://www.wired.com/story/netflix-password-sharing-crackdown-us-mistake/
https://www.bleepingcomputer.com/news/security/north-korean-hackers-stole-research-data-in-two-month-long-breach/
https://gizmodo.com/ftc-fines-goodrx-prescription-data-facebook-google-1850059096
https://www.bleepingcomputer.com/news/security/truthfinder-instant-checkmate-confirm-data-breach-affecting-20m-customers/
https://portswigger.net/daily-swig/researcher-drops-lexmark-rce-zero-day-rather-than-sell-vuln-for-peanuts
https://thehackernews.com/2023/02/new-wave-of-ransomware-attacks.html
https://www.csoonline.com/article/3687232/critical-vulnerability-patched-in-jira-service-management-server-and-data-center.html
https://www.bleepingcomputer.com/news/technology/openai-releases-tool-to-detect-ai-written-text/
https://portswigger.net/daily-swig/truffle-security-relaunches-xss-hunter-tool-with-new-features
https://portswigger.net/daily-swig/serious-security-hole-plugged-in-infosec-tool-binwalk


This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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