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Apple zero-click iMessage exploit used to
infect iPhones with spyware

Citizen Lab says two zero-days �xed by Apple today in emergency security updates were

actively abused as part of a zero-click exploit chain (dubbed BLASTPASS) to deploy NSO

Group's Pegasus commercial spyware onto fully patched iPhones.

The two bugs, tracked as CVE-2023-41064 and CVE-2023-41061, allowed the attackers to infect

a fully-patched iPhone running iOS 16.6 and belonging to a Washington DC-based civil society

organization via PassKit attachments containing malicious images.

"We refer to the exploit chain as BLASTPASS. The exploit chain was capable of compromising

iPhones running the latest version of iOS (16.6) without any interaction from the victim," Citizen

Lab said.
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Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.

You can access the previous newsletters at https://news.infosecgur.us

https://www.kindredgroup.com/
https://www.kindredgroup.com/
https://news.infosecgur.us/

