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DarkGate malware spreads through
compromised Skype accounts

Between July and September, DarkGate malware attacks have used compromised Skype

accounts to infect targets through messages containing VBA loader script attachments.

According to Trend Micro security researchers who spotted the attacks, this script downloads a

second-stage AutoIT script designed to drop and execute the �nal DarkGate malware payload.

"Access to the victim's Skype account allowed the actor to hijack an existing messaging thread

and craft the naming convention of the �les to relate to the context of the chat history," Trend

Micro said.
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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