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Fake Facebook MidJourney AI page
promoted malware to 1.2 million people

Hackers are using Facebook advertisements and hijacked pages to promote fake Arti�cial

Intelligence services, such as MidJourney, OpenAI's SORA and ChatGPT-5, and DALL-E, to infect

unsuspecting users with password-stealing malware.

The malvertising campaigns are created by hijacked Facebook pro�les that impersonate

popular AI services, pretending to offer a sneak preview of new features.

Users tricked by the ads become members of fraudulent Facebook communities, where the

threat actors post news, AI-generated images, and other related info to make the pages look

legitimate.
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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