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Fake job interviews tar%et developers with

new Python backdoor

A new campaign tracked as “Dev Popper” is targeting software developers with fake job

interviews in an attempt to trick them into installing a Python remote access trojan (RAT).

The developers are asked to perform tasks supposedly related to the interview, like

downloading and running code from GitHub, in an effort to make the entire process appear
legitimate.

However, the threat actor's goal is make their targets download malicious software that gathers
system information and enables remote access to the host.



https://news.infosecgur.us/register
https://www.bleepingcomputer.com/news/security/fake-job-interviews-target-developers-with-new-python-backdoor/

More #News

* Japanese police create fake support scam payment cards to warn victims
+ WP Automatic WordPress plugin hit by millions of SQL injection attacks
+ GitLab affected by GitHub-style CDN flaw allowing malware hosting

#Breach Log

+ Kaiser Permanente: Data breach may impact 13.4 million patients
* New Brokewell malware takes over Android devices, steals data

¢ Synlab Italia suspends operations following ransomware attack

#Patch Time!

* Microsoft pulls fix for Outlook bug behind ICS security alerts
* Microsoft releases Exchange hotfixes for security update issues

« Maximum severity Flowmon bug has a public exploit, patch now

#Tech and #Tools

¢ Google Chrome's new post-quantum cryptography may break TLS connections
+ Telegram is down with "Connecting" error

« Okta warns of "unprecedented" credential stuffing attacks on customers
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across
Europe, US and Australia, offering more than 30 million customers across 9 brands a great form
of entertainment in a safe, fair and sustainable environment. The company, which employs
about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European
Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity
Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014
EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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