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Hackers exploit LiteSpeed Cache flaw to
create WordPress admins

Hackers have been targeting WordPress sites with an outdated version of the LiteSpeed Cache

plugin to create administrator users and gain control of the websites.

LiteSpeed Cache (LS Cache) is advertised as a caching plugin used in over five million
WordPress sites that helps speed up page loads, improve visitor experience, and boost Google

Search ranking.

Automattic's security team, WPScan, observed in April increased activity from threat actors
scanning for and compromising WordPress sites with versions of the plugin older than 5.7.0.1,
which are vulnerable to a high-severity (8.8) unauthenticated cross-site scripting flaw tracked

as CVE-2023-40000.
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More #News

+ Widely used modems in industrial IoT devices open to SMS attack
¢ British Columbia investigating cyberattacks on government networks

+ The Breach of a Face Recognition Firm Reveals a Hidden Danger of Biometrics

#Breach Log

¢ Largest non-bank lender in Australia warns of a data breach
¢ The Post Millennial hack leaked data impacting 26 million people

+ CISA: Black Basta ransomware breached over 500 orgs worldwide

#Patch Time!

* Google fixes fifth Chrome zero-day exploited in attacks this year
¢ F5 Patches Dangerous Vulnerabilities in BIG-IP Next Central Manager

¢ Android Update Patches Critical Vulnerability

#Tech and #Tools

* Monday.com removes "Share Update" feature abused for phishing attacks
¢ AT&T delays Microsoft 365 email delivery due to spam wave

¢ Dell API abused to steal 49 million customer records in data breach
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across
Europe, US and Australia, offering more than 30 million customers across 9 brands a great form
of entertainment in a safe, fair and sustainable environment. The company, which employs
about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European
Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity
Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014
EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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