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New Linux malware is controlled through emojis sent
from Discord

A newly discovered Linux malware dubbed 'DISGOMOJI' uses the novel approach of utilizing

emojis to execute commands on infected devices in attacks on government agencies in India.

The malware was discovered by cybersecurity �rm Volexity, which believes it is linked to a

Pakistan-based threat actor known as 'UTA0137.'

"In 2024, Volexity identi�ed a cyber-espionage campaign undertaken by a suspected Pakistan-

based threat actor that Volexity currently tracks under the alias UTA0137," explains Volexity.

"Volexity assesses with high con�dence that UTA0137 has espionage-related objectives and a

remit to target government entities in India. Based on Volexity's analysis, UTA0137's campaigns

appear to have been successful," continued the researchers.
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certi�ed by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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