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New Linux malware is controlled through emojis sent
from Discord

A newly discovered Linux malware dubbed 'DISGOMOJI' uses the novel approach of utilizing

emojis to execute commands on infected devices in attacks on government agencies in India.

The malware was discovered by cybersecurity firm Volexity, which believes it is linked to a

Pakistan-based threat actor known as 'UTA0137.'

"In 2024, Volexity identified a cyber-espionage campaign undertaken by a suspected Pakistan-

based threat actor that Volexity currently tracks under the alias UTA0137," explains Volexity.

"Volexity assesses with high confidence that UTA0137 has espionage-related objectives and a

remit to target government entities in India. Based on Volexity's analysis, UTA0137's campaigns

appear to have been successful," continued the researchers.

Read More

https://news.infosecgur.us/register
https://www.bleepingcomputer.com/news/security/new-linux-malware-is-controlled-through-emojis-sent-from-discord/


 

More #News

New phishing toolkit uses PWAs to steal login credentials

Keytronic confirms data breach after ransomware gang leaks stolen files

Insurance giant Globe Life investigating web portal breach

 

#Breach Log

Truist Bank confirms breach after stolen data shows up on hacking forum

Ascension hacked after employee downloaded malicious file

ASUS warns of critical remote authentication bypass on 7 routers

 

#Patch Time!

Google patches exploited Android zero-day on Pixel devices

Microsoft June 2024 Patch Tuesday fixes 51 flaws, 18 RCEs

Exploit for Veeam Recovery Orchestrator auth bypass available, patch now

 

#Tech and #Tools

Microsoft delays Windows Recall amid privacy and security concerns

Mozilla Firefox can now secure access to passwords with device credentials

AWS adds passkeys support, warns root users must enable MFA

https://www.bleepingcomputer.com/news/security/new-phishing-toolkit-uses-pwas-to-steal-login-credentials/
https://www.bleepingcomputer.com/news/security/keytronic-confirms-data-breach-after-ransomware-gang-leaks-stolen-files/
https://www.bleepingcomputer.com/news/security/insurance-giant-globe-life-investigating-web-portal-breach/
https://www.bleepingcomputer.com/news/security/truist-bank-confirms-data-breach-after-stolen-data-shows-up-on-hacking-forum/
https://www.bleepingcomputer.com/news/security/ascension-hacked-after-employee-downloaded-malicious-file/
https://www.bleepingcomputer.com/news/security/asus-warns-of-critical-remote-authentication-bypass-on-7-routers/
https://www.bleepingcomputer.com/news/security/google-patches-exploited-android-zero-day-on-pixel-devices/
https://www.bleepingcomputer.com/news/microsoft/microsoft-june-2024-patch-tuesday-fixes-51-flaws-18-rces/
https://www.bleepingcomputer.com/news/security/exploit-for-veeam-recovery-orchestrator-auth-bypass-available-patch-now/
https://www.bleepingcomputer.com/news/microsoft/microsoft-delays-windows-recall-amid-privacy-and-security-concerns/
https://www.bleepingcomputer.com/news/security/mozilla-firefox-can-now-secure-access-to-passwords-with-device-credentials/
https://www.bleepingcomputer.com/news/security/aws-adds-passkeys-support-warns-root-users-must-enable-mfa/


This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.

You can access the previous newsletters at https://news.infosecgur.us

https://www.kindredgroup.com/
https://www.kindredgroup.com/
https://news.infosecgur.us/

