
Security Newsletter
24 Jun 2024

Subscribe to this newsletter

Facebook PrestaShop module exploited to steal credit
cards

Hackers are exploiting a flaw in a premium Facebook module for PrestaShop named

pkfacebook to deploy a card skimmer on vulnerable e-commerce sites and steal people's

payment credit card details.

PrestaShop is an open-source e-commerce platform that allows individuals and businesses to

create and manage online stores. As of 2024, it is used by approximately 300,000 online stores

worldwide.

Promokit's pkfacebook add-on is a module that allows shop visitors to log in using their

Facebook accounts, leave comments under the shop's pages, and communicate with support

agents using Messenger.
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Ratel RAT targets outdated Android phones in ransomware attacks

US sanctions 12 Kaspersky Lab execs for working in Russian tech sector

CosmicSting flaw impacts 75% of Adobe Commerce, Magento sites
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Los Angeles Unified confirms student data stolen in Snowflake account hack

SolarWinds Serv-U path traversal flaw actively exploited in attacks

T-Mobile denies it was hacked, links leaked data to vendor breach
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VMware fixes critical vCenter RCE vulnerability, patch now

Mozilla Firefox can now secure access to passwords with device credentials

Microsoft Photos update brings requested features to Windows 11
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Linux version of RansomHub ransomware targets VMware ESXi VMs
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Biden bans Kaspersky antivirus software in US over security concerns
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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