
Security Newsletter
1 Jul 2024

Subscribe to this newsletter

Polyfill.io, BootCDN, Bootcss, Staticfile attack traced
to 1 operator

The recent large scale supply chain attack conducted via multiple CDNs, namely Polyfill.io,

BootCDN, Bootcss, and Staticfile that affected anywhere from 100,000 to tens of millions of

websites has been traced to a common operator, according to researchers.

Researchers discovered a public GitHub repository where the purported operators of Polyfill.io

had accidentally exposed their Cloudflare secret keys.

By using these leaked API keys, which were still active, researchers were able to establish that a

common operator was behind all four domains, and the wider supply chain attack.
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Juniper releases out-of-cycle fix for max severity auth bypass flaw

 

#Tech and #Tools

Google Chrome to let Isolated Web App access sensitive USB devices

TeamViewer links corporate cyberattack to Russian state hackers

Microsoft pulls Windows 11 KB5039302 update causing reboot loops
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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