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CrowdStrike update crashes Windows systems, causes
outages worldwide

A faulty component in the latest CrowdStrike Falcon update is crashing Windows systems,

impacting various organizations and services across the world, including airports, TV stations,

and hospitals.

The glitch is affecting Windows workstations and servers, with users reporting massive

outages that took offline entire companies and fleets of hundreds of thousands of computers.

According to some reports, emergency services in the U.S. and Canada have also been

impacted.

Read More
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More #News

Major Microsoft 365 outage caused by Azure configuration change

Critical Cisco bug lets hackers add root users on SEG devices

Over 400,000 Life360 user phone numbers leaked via unsecured API

 

#Breach Log

Fake CrowdStrike fixes target companies with malware, data wipers

MediSecure: Ransomware gang stole data of 12.9 million people

Revolver Rabbit gang registers 500,000 domains for malware campaigns

 

#Patch Time!

Microsoft releases Windows repair tool to remove CrowdStrike driver

SolarWinds fixes 8 critical bugs in access rights audit software

Microsoft fixes bug blocking Windows 11 Photos from starting

 

#Tech and #Tools

Exchange Online adds Inbound DANE with DNSSEC for security boost

Cisco SSM On-Prem bug lets hackers change any user's password

Email addresses of 15 million Trello users leaked on hacking forum
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This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred Group is one of the world’s leading online gambling operators with business across

Europe, US and Australia, offering more than 30 million customers across 9 brands a great form

of entertainment in a safe, fair and sustainable environment. The company, which employs

about 2,000 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European

Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity

Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014

EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read

more on www.kindredgroup.com.
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