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Introducing 306 Million Freely Downloadable
Pwned Passwords

This blog post introduces a new service I call "Pwned Passwords", gives you guidance on how

to use it and ultimately, provides you with 306 million passwords you can download for free

and use to protect your own systems.

Last week Troy Hunt wrote about Passwords Evolved: Authentication Guidance for the Modern

Era with the aim of helping those building services which require authentication to move into

the modern era of how we think about protecting accounts. In that post, I talked about NIST's

Digital Identity Guidelines which were recently released. Of particular interest to me was the

section advising organisations to block subscribers from using passwords that have

previously appeared in a data breach.

People will probably come up with other ways of using this data. Perhaps, for example, a

Pwned Password is only allowed if multi-step verification is enabled. Maybe there are certain

features of the service that are not available if the password has a hit on the pwned list. Or

consider whether you could even provide an incentive if the user proactively opts to change a

Pwned Password after being prompted. As an example, MailChimp provides a 10%discount if

you enabled 2FA.

It goes without saying (although he said it anyway in his article page), but don't enter a

password you currently use into any third-party service like this! Even if Troy Hunt is saying he

does not explicitly log them and he is quite well known in the industry, don't.
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