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Drupal Fixes “Highly Critical” Vulnerability

Administrators of websites running the Drupal content management software (CMS) are urged
to take immediate action to mitigate a newly discovered a vulnerability that can lead to remote
execution of PHP code under speciﬁc circumstances.
If an update to the latest version o the CMS is not possible at the moment, the Drupal team
offers alternative action to temporarily mitigate potential risk: disable all web services
modules or conﬁgure the web server to reject PUT/PATCH/POST requests to web services
resources.
Drupal is the world's third most popular content management system, commanding 4 percent
market share, after Joomla at 5 percent and CMS heavyweight WordPress, which owns 60
percent of the market, according to W3Techs.com. It is worth noting that releases prior to
8.5.x are have reached end-of-life and no longer receive security updates.
Read More on BleepingComputer
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2.7M recorded medical calls from 1177
Swedish Healthcare, audio ﬁles left
unprotected on web

Every call made to 1177 Swedish Healthcare Guide service since 2013, and answered by the
subcontractor Medicall, was stored as WAV or MP3 audio ﬁles on a server that had no
encryption or authentication protection.
IDG’s Computer Sweden revealed that 2.7 million recorded calls made to the 1177 national
health service were left completely unprotected on a server. Every call made to 1177 since
2013, and answered by the subcontractor Medicall, was stored as WAV or MP3 audio ﬁles on a
server that had no encryption or authentication protection. That adds up to “170,000 hours of
sensitive phone calls with symptoms, etc.,” which anyone with the right IP address could have
accessed. Some of the audio ﬁles, which were marked with the callers’ telephone numbers,
included the Social Security numbers of children and adults and speciﬁc health-related
symptoms.
Tommy Ekstrom, CEO of Voice Integrate Nordic, told IDG, “This is catastrophic, It’s sensitive
data. We had no idea that it was like this. We will, of course, review our systems and check out
what may have happened.”
Read More on CSOOnline
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