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GoldBrute Botnet Brute-Force Attacking 1.5M
RIDP Servers

While the end-goal of the group controlling the botnet is not clear, it appears that GoldBrute is
currently using brute-force methods to attack about 1.5 million Remote Desktop Protocol
servers that have exposed connections to the open internet.

A scan using the Shodan search engine shows that there are at least 2.4 million of these
exposed Remote Desktop Protocol servers throughout the world. GoldBrute, however, seems
to use its own list as part of the attacks and keeps expanding as that list grows.

While there is not an immediate connection between BlueKeep and GoldBrute, it doesn’t mean
that the group controlling the botnet could not use that vulnerability in the future.

Read More on BankinfoSecurity
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We

Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us:

» You like to break things, then explain how to fix it? Be part of our Cyber Security team
» You prefer the blue team side? Check out our Security analyst position
+ Interested in Governance, Risk and Compliance? Apply for our Information Security

Specialist role

Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. You can find all our open vacancies on our career page.

This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief

Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. We offer pre-game and live Sports betting, Poker, Casino and
Games through 11 brands across our markets. We are committed to offer our customers the
best deal and user experience possible, while ensuring a safe and fair gambling environment.
Kindred is a pioneer in the online gambling industry and as an innovation driven company that
builds on trust.
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