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Business Email Compromise Is a $26 Billion
Scam Says the FBI

FBI's Internet Crime Complaint Center (IC3) says that Business Email Compromise (BEC)
scams are continuing to grow every year, with a 100% increase in the identiﬁed global exposed
losses between May 2018 and July 2019. Also, between June 2016 and July 2019, IC3
received victim complaints regarding 166,349 domestic and international incidents, with a
total exposed dollar loss of over $26 billion.
BEC aka EAC (short for Email Account Compromise) fraud schemes are scams carried out by
crooks who will wire out funds without authorization to bank accounts they control via
computer intrusion or after tricking key employees into doing it using social engineering. This
type of attack targets small, medium, and large businesses alike, as well as individuals, and it
has a high success rate due to the fraudsters' choice to pose as someone that the employees
trust like a CEO or a business partner.
IC3 provides the following guidelines for employees containing both reactive measures and
preventative strategies: Use secondary channels or two-factor authentication to verify
requests for changes in account information. Ensure the URL in emails is associated with the
business it claims to be from.Be alert to hyperlinks that may contain misspellings of the
actual domain name. Refrain from supplying login credentials or PII in response to any emails.
Monitor their personal ﬁnancial accounts on a regular basis for irregularities, such as missing
deposits. Keep all software patches on and all systems updated. Verify the email address used
to send emails, especially when using a mobile or handheld device by ensuring the senders
address email address appears to match who it is coming from. Ensure the settings the
employees’ computer are enabled to allow full email extensions to be viewed.
Read More on BleepingComputer

Even More from SecurityWeek

New SIM Card Flaw Lets Hackers Hijack Any
Phone Just By Sending SMS

Cybersecurity researchers today revealed the existence of a new and previously undetected
critical vulnerability in SIM cards that could allow remote attackers to compromise targeted
mobile phones and spy on victims just by sending an SMS.
What's worrisome? A speciﬁc private company that works with governments is actively
exploiting the SimJacker vulnerability from at least the last two years to conduct targeted
surveillance on mobile phone users across several countries. "During the attack, the user is
completely unaware that they received the attack, that information was retrieved, and that it
was successfully exﬁltrated," researchers explain. "The location information of thousands of
devices was obtained over time without the knowledge or consent of the targeted mobile
phone users. However the Simjacker attack can, and has been extended further to perform
additional types of attacks." According to the researchers, all manufacturers and mobile
phone models are vulnerable to the SimJacker attack as the vulnerability exploits a legacy
technology embedded on SIM cards, whose speciﬁcation has not been updated since 2009,
potentially putting over a billion people at risk.
Researchers have responsibly disclosed details of this vulnerability to the GSM Association,
the trade body representing the mobile operator community, as well as the SIM alliance that
represents the main SIM Card/UICC manufacturers. Mobile operators can also immediately
mitigate this threat by setting up a process to analyze and block suspicious messages that
contain S@T Browser commands. As a potential victim, it appears, there is nothing much a
mobile device user can do if they are using a SIM card with S@T Browser technology deployed
on it, except requesting for a replacement of their SIM that has proprietary security
mechanisms in place.
Read More on TheHackerNews

Even More on ZDNet

Microsoft Teams Can Be Used To Execute
Arbitrary Payloads

Attackers can use genuine binaries from Microsoft Teams to execute a malicious payload
using a mock installation folder for the collaboration software. The problem affects most
Windows desktop apps that use the Squirrel installation and update framework, which uses
NuGet packages. A list of impacted products, as tested by the security researcher that made
the discovery, includes WhatsApp, Grammarly, GitHub, Slack, and Discord.
One notable aspect of the experiment is that no resources are required on the target system
other than the minimum package created by the attacker. Microsoft is aware of the problem
but decided not to address it. The researcher says that the reason the company gave him was
that the glitch "did not meet the bar of security issue".
Microsoft Teams is becoming a popular choice as an alternative to Slack. Microsoft
announced in mid-July that its business-oriented tool for uniﬁed communications had 13
million daily active users and more than 19 million on a weekly basis, which is more than what
Slack can boast.
Read More on BleepingComputer
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Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us:
You like to break things, then explain how to ﬁx it? Be part of our Cyber Security team
You prefer the blue team side? Check out our Security analyst position
Interested in Governance, Risk and Compliance? Apply for our Information Security
Specialist role
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. You can ﬁnd all our open vacancies on our career page.

This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. We offer pre-game and live Sports betting, Poker, Casino and
Games through 11 brands across our markets. We are committed to offer our customers the
best deal and user experience possible, while ensuring a safe and fair gambling environment.
Kindred is a pioneer in the online gambling industry and as an innovation driven company that
builds on trust.
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