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On the importance of Full Disk Encryption:
Payroll Data of 29,000 Facebook Employees
Stolen

The payroll data of 29,000 current and former Facebook employees was potentially exposed in
November when several unencrypted hard disk drives were stolen. The data included U.S.
employees' names, bank account numbers and the last four digits of some workers' Social
Security numbers, according to an email sent to Facebook employees on Friday, Bloomberg
reports. The drives also included some employees' compensation information, including salary
and bonus details, according to the news service's report.
In the email to employees, Facebook noted that on Nov.17, someone broke into an employee's
car and took the hard disk drives containing the data. It's not clear why the unnamed employee,
who works in Facebook's payroll department, had the hard disk drives in their car or why those
devices weren't encrypted.
"Out of an abundance of caution, we have noti ed the current and former employees whose
information we believe was stored on the equipment - people who were on our U.S. payroll in
2018 - and are offering them free identity theft and credit monitoring services," the Facebook
spokesperson told ISMG. "This theft impacts current and former Facebook employees only, and
no Facebook user data was involved."

Read More on BankInfoSecurity

Google adds Veriﬁed SMS and anti-spam
feature to Messages app

Google announced new security tweaks designed to make old-fashioned SMS communication
more appealing to both companies and consumers alike. The rst of these is Veri ed SMS for
Messages, which as its name suggests works with the company’s Android messaging app.
Available in the US, the UK, Canada, Mexico, India, Brazil, France, the Philippines, and Spain, this
allows users to verify that text messages sent by companies are genuine and not fakes or
scams.
From Google’s brief description, every text sent to the Messages app by a participating
company embeds a hash-based message authentication code (HMAC) which is compared with
an equivalent hash sent to Google. This is unique to each person’s device rather than the
company itself, which should make it impossible to spoof. As well as being speci c to the
Messages app, companies must also be part of the Veri ed SMS system for it to work. So far,
that only runs to 1-800-Flowers, Banco Bradesco, Kayak, Payback, and SoFi.
Veri ed SMS will only authenticate known good senders rather than stopping unknown bad
ones. This might explain why Google has added a second feature to Messages, Spam
protection for Messages. With this feature in use, any message arriving or leaving from a
number not in the user’s contacts list is temporarily stored and checked against the numbers of
any known spammers If it’s suspect, it blocks the message. It’s not crystal clear whether this is
done automatically or if the user is asked before it is blocked. It’s also possible to manually
report spam.

Read More on Naked Security

O cial Google communication

New Orleans hit by ransomware, city
employees told to turn off computers

The City of New Orleans, Louisiana has suffered a ransomware attack that has led to the shut
down of the city's servers and computer, but the city states emergency services remain intact.
In response to the attack, Nola.com reports that the City told employees to turn off and unplug
their computers over the City Hall's public address system. The servers for the city were also
shutdown.
According to reports from local media outlets, to make sure employees powered down
computers as soon as possible, o cials used the city hall's public loudspeakers systems to
alert employees of the cyber-attack. Besides city hall, the incident also affected the New
Orleans Police Department, which shut down its IT network in entirety as well.
This incident marks the third ransomware incident reported in the state of Louisiana. In August,
three school districts were hit by ransomware, prompting the Louisiana governor to declare a
state emergency, the rst one in the state's history caused by a cyber-attack, rather than a
natural disaster. A second incident took place last month when a second ransomware attack
encrypted data on the Louisiana state government's IT network. Weeks after the attack, some
state agencies are still having di culties with accessing state data, although these are
expected t be resolved by the end of the year.

Read More on ZDNet

Even More on BleepingComputer

This is the last Kindred Security Newsletter for 2019

It's time for the Kindred Group Security team to take some holiday. The newsletter will be off for
a few weeks during Christmas and New Year's Eve. But don't worry, we'll be back. See you soon
for some awesome infosec news!
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Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us. You can nd all our open vacancies on our career page.
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Kindred Group in brief
Kindred is one of the largest online gambling companies in the world with a diverse team of
1,600 people serving over 26 million customers across Europe, Australia and the US. We offer
pre-game and live Sports betting, Poker, Casino and Games through 11 brands across our
markets. We are committed to offer our customers the best deal and user experience possible,
while ensuring a safe and fair gambling environment. Kindred is a pioneer in the online
gambling industry and is an innovation driven company that builds on trust.
You can access the previous newsletters at https://news.infosecgur.us

