Security Newsletter
12 August 2019
Subscribe to this newsletter

AT&T employees took bribes to plant
malware on the company's network

AT&T employees took bribes to unlock millions of smartphones, and to install malware and
unauthorized hardware on the company's network, the Department of Justice said yesterday.
These details come from a DOJ case opened against Muhammad Fahd, a 34-year-old man
from Pakistan, and his co-conspirator, Ghulam Jiwani, believed to be deceased.
The bribery scheme lasted from at least April 2012 until September 2017. Initially, the two
Pakistani men bribed AT&T employees to unlock expensive iPhones so they could be used
outside AT&T's network. The two recruited AT&T employees by approaching them in private
via telephone or Facebook messages. Employees who agreed, received lists of IMEI phone
codes which they had to unlock for sums of money. Employees would then receive bribes in
their bank accounts, in shell companies they created, or as cash, from the two Pakistani men.
This initial stage of the scheme lasted for about a year, until April 2013, when several
employees left or were ﬁred by AT&T.
That's when Fahd changed tactics and bribed AT&T employees to install malware on AT&T's
network at the Bothell call center. Between April and October 2013, this initial malware
collected data on how AT&T infrastructure worked. In November 2014, as Fahd began having
problems controlling this malware, the DOJ said he also bribed AT&T employees to install
rogue wireless access points inside AT&T's Bothell call center. These devices helped Fahd with
gaining access to AT&T internal apps and network, and continue the rogue phone unlocking
scheme. Fahd was arrested in Hong Kong in February 2018, and extradited to the US on
August 2, last week. He now faces a litany of charges that may send him behind bars for up to
20 years.
Read More
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SWAPGS Attack — New Speculative Execution
Flaw Affects All Modern Intel CPUs

A new variant of the Spectre (Variant 1) side-channel vulnerability has been discovered that
affects all modern Intel CPUs, and probably some AMD processors as well, which leverage
speculative execution for high performance, Microsoft and Red Hat warned. Identiﬁed as CVE2019-1125, the vulnerability could allow unprivileged local attackers to access sensitive
information stored in the operating system privileged kernel memory, including passwords,
tokens, and encryption keys, that would otherwise be inaccessible.
Speculative execution is a core component of modern microprocessor design that
speculatively executes instructions based on assumptions that are considered likely to be
true. If the assumptions come out to be valid, the execution continues, otherwise discarded.
Microsoft silently issued patches for the new speculative execution vulnerability in its July
2019 Patch Tuesday security update which was discovered and responsibly disclosed by
researchers at security ﬁrm Bitdefender. Since the attack can not be launched remotely, it is
unlikely to cause mass malware infections, like EternalBlue was used for WannaCry; instead, it
can be exploited as part of an extremely targeted attack.
Read More on TheHackerNews
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Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us:
You like to break things, then explain how to ﬁx it? Be part of our Cyber Security team
You prefer the blue team side? Check out our Security analyst position
Interested in Governance, Risk and Compliance? Apply for our Information Security
Specialist role
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. You can ﬁnd all our open vacancies on our career page.
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Kindred Group in brief
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. We offer pre-game and live Sports betting, Poker, Casino and
Games through 11 brands across our markets. We are committed to offer our customers the
best deal and user experience possible, while ensuring a safe and fair gambling environment.
Kindred is a pioneer in the online gambling industry and as an innovation driven company that
builds on trust.
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