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Google Uncovers How Just Visiting Some
Sites Were Secretly Hacking iPhones For
Years

Your iPhone can be hacked just by visiting an innocent-looking website, conﬁrms a terrifying
report Google researchers released earlier today. The story goes back to a widespread iPhone
hacking campaign that cybersecurity researchers from Google's Project Zero discovered
earlier this year in the wild, involving at least ﬁve unique iPhone exploit chains capable of
remotely jailbreaking an iPhone and implanting spyware on it.
Those iOS exploit chains were found exploiting a total of 14 separate vulnerabilities in Apple's
iOS mobile operating system—of which 7 flaws resided in Safari web browser, 5 in the iOS
kernel and 2 separate sandbox escape issues—targeting devices with almost every version in
that time-frame from iOS 10 through to the latest version of iOS 12.
Now, as Google researcher explained, the attack was being carried out through a small
collection of hacked websites with thousands of visitors per week, targeting every iOS user
landing on those websites without discrimination. The iPhone exploits were used to deploy an
implant primarily designed to steal ﬁles like iMessages, photos, and live GPS location data of
users, and upload them to an external server every 60 seconds. Takeaway: Since Apple already
patched the majority of vulnerabilities exploited by the uncovered iPhone exploits, users are
always recommended to keep their devices up-to-date to avoid becoming victims of such
attack chains.
Read More on TheHackerNews

Even More on NakedSecurity

Cybersecurity Firm Imperva Discloses Breach

Imperva, a leading provider of Internet ﬁrewall services that help Web sites block malicious
cyberattacks, alerted customers on Tuesday that a recent data breach exposed email
addresses, scrambled passwords, API keys and SSL certiﬁcates for a subset of its ﬁrewall
users.
Redwood Shores, Calif.-based Imperva sells technology and services designed to detect and
block various types of malicious Web trafﬁc, from denial-of-service attacks to digital probes
aimed at undermining the security of Web-based software applications.
“On August 20, 2019, we learned from a third party of a data exposure that impacts a subset
of customers of our Cloud WAF product who had accounts through September 15, 2017,”
wrote Heli Erickson, director of analyst relations at Imperva. We want to be very clear that this
data exposure is limited to our Cloud WAF product. “The moral of the story here is that people
need to be asking tough questions of software-as-a-service ﬁrms they rely upon, because
those vendors are being trusted with the keys to the kingdom,” Knight said. “Even if the vendor
in question is a cybersecurity company, it doesn’t necessarily mean they’re eating their own
dog food.”"
Read More on KrebsOnSecurity

Even More on ZDNet

Facial Recognition Use in Swedish School
Triggers GDPR Fine

Sweden's Data Protection Authority has issued its ﬁrst ﬁne for violations of the European
Union's General Data Protection regulation after a school launched a facial recognition pilot
program to track students' attendance without proper consent.
The country's privacy authority issued a ﬁne of 200,000 Swedish Krona ($20,700) to the
municipality where the unnamed school is located for violating several of the privacy and
biometrics provisions of GDPR, according to the European Data Protection Board. The
municipality could have faced a €1 million ($1.1 million) penalty under GDPR, according to the
privacy board.
Although municipal ofﬁcials argued that the pilot program at the school was started with the
students' consent, a spokesperson for the Swedish Data Protection Authority tells Information
Security Media Group that the consent was not legally valid because "there is a clear
imbalance between the data subject (the pupil) and the controller (the municipality)." The
spokesperson added that it's waiting to hear if the municipality will appeal the ﬁne.
Read More on BankInfoSecurity
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Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us:
You like to break things, then explain how to ﬁx it? Be part of our Cyber Security team
You prefer the blue team side? Check out our Security analyst position
Interested in Governance, Risk and Compliance? Apply for our Information Security
Specialist role
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. You can ﬁnd all our open vacancies on our career page.

This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief
Kindred is one of the largest online gambling companies in the world with over 24 million
customers across 100 markets. We offer pre-game and live Sports betting, Poker, Casino and
Games through 11 brands across our markets. We are committed to offer our customers the
best deal and user experience possible, while ensuring a safe and fair gambling environment.
Kindred is a pioneer in the online gambling industry and as an innovation driven company that
builds on trust.
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