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Critical Windows Vulnerability Discovered by
NSA

Yesterday's Microsoft Windows patches included a x for a critical vulnerability in the system's
crypto library. An attacker could exploit the vulnerability by using a spoofed code-signing
certi cate to sign a malicious executable, making it appear the le was from a trusted,
legitimate source. The user would have no way of knowing the le was malicious, because the
digital signature would appear to be from a trusted provider.
That's really bad, and you should all patch your system as soon as possible. This is a zero-day
vulnerability, meaning that it was not detected in the wild before the patch was released. It was
discovered by security researchers. Interestingly, it was discovered by NSA security
researchers, and the NSA security advisory gives a lot more information about it than the
Microsoft advisory does.
Two of the critical issues affect Windows Remote Desktop Gateway (RD Gateway), tracked as
CVE-2020-0609 and CVE-2020-0610, that can be exploited by unauthenticated attackers to
execute malicious code on targeted systems just by sending a specially crafted request via
RDP. Fortunately, none of the aws addressed this month by Microsoft were publicly disclosed
or found being exploited in the wild.
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Kingred Group is growing, so does the Group Security team! We're looking for new talented
professionals to come join us. You can nd all our open vacancies on our career page.

This content was created by Kindred Group Security. Please share if you enjoyed!

Kindred Group in brief
Kindred is one of the largest online gambling companies in the world with a diverse team of
1,600 people serving over 26 million customers across Europe, Australia and the US. We offer
pre-game and live Sports betting, Poker, Casino and Games through 11 brands across our
markets. We are committed to offer our customers the best deal and user experience possible,
while ensuring a safe and fair gambling environment. Kindred is a pioneer in the online
gambling industry and is an innovation driven company that builds on trust.
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