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GhostCat: New High-Risk Vulnerability
Affects Servers Running Apache Tomcat

If your web server is running on Apache Tomcat, you should immediately install the latest
available version of the server application to prevent hackers from taking unauthorized control
over it. Yes, that's possible because all versions (9.x/8.x/7.x/6.x) of the Apache Tomcat
released in the past 13 years have been found vulnerable to a new high-severity (CVSS 9.8) ' le
read and inclusion bug'—which can be exploited in the default con guration.
But it's more concerning because several proof-of-concept exploits for this vulnerability have
also been surfaced on the Internet, making it easy for anyone to hack into publicly accessible
vulnerable web servers. Dubbed 'Ghostcat' and tracked as CVE-2020-1938, the aw could let
unauthenticated, remote attackers read the content of any le on a vulnerable web server and
obtain sensitive con guration les or source code, or execute arbitrary code if the server allows
le upload, as shown in a demo below.
Chaitin researchers found and reported this aw last month to the Apache Tomcat project, who
has now released Apache Tomcat 9.0.31, 8.5.51, and 7.0.100 versions to patch the issue. Web
administrators are strongly recommended to apply the software updates as soon as possible
and advised to never expose AJP port to untrusted clients because it communicates over the
insecure channel and meant to be used within a trusted network. However, if, for some reason,
you can't upgrade your affected web server immediately, you can also disable the AJP
Connector directly, or change its listening address to the localhost.

Read More on TheHackerNews

FBI recommends passphrases over password
complexity

"Instead of using a short, complex password that is hard to remember, consider using a longer
passphrase," the FBI said. "This involves combining multiple words into a long string of at least
15 characters," it added. "The extra length of a passphrase makes it harder to crack while also
making it easier for you to remember."
The idea behind the FBI's advice is that a longer password, even if relying on simpler words and
no special characters, will take longer to crack and require more computational resources. Even
if hackers steal your encrypted password from a hacked company, they won't have the
computing power and time needed to crack the password. Academic research published in
2015 supports this argument, explaining that "the effect of increasing the length dwarfs the
effect of extending the alphabet [adding complexity]."
Furthermore, NIST password recommendations issued in 2017 have also urged websites and
web services to accommodate longer password elds of up to 64 characters for this same
reason -- to let users choose passphrases instead of short passwords. The same NIST
guideline also recommended using passphrases over passwords when possible.

Read More on ZDNet
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