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SolarWinds: The more we learn, the worse it
looks

In March of 2020, Americans began to realize that the coronavirus was deadly and going to be a
real problem. What no Americans knew then was that at about the same time, the Russian
government's hack of SolarWinds's proprietary software Orion network monitoring program was
destroying the security of top American government agencies and tech companies. There were
no explosions, no deaths, but it was the Pearl Harbor of American IT.
Russia, we now know, used SolarWinds' hacked program to in ltrate at least 18,000 government
and private networks. The data within these networks, user IDs, passwords, nancial records,
source code, you name it, can be presumed now to be in the hands of Russian intelligence
agents.
The Russians may even have the crown-jewels of Microsoft software stack: Windows and
O ce. In a twist, which would be hilarious if it weren't so serious, Microsoft claims it's no big
deal. As time goes by more and more government agencies and companies have been shown
to have been hacked. This includes the Department of State; Department of Homeland Security;
National Institutes of Health; the Pentagon; Department of the Treasury; Department of
Commerce; and the Department of Energy, including the National Nuclear Security
Administration. How much bigger will it get? We don't know. Personally, I'd assume that if my
company had been using SolarWinds Orion software during 2020, I've been hacked

Read More on ZDNet

Ticketmaster To Pay $10 Million Fine For
Hacking A Rival Company

Ticketmaster has agreed to pay a $10 million ne after being charged with illegally accessing
computer systems of a competitor repeatedly between 2013 and 2015 in an attempt to "cut [the
company] off at the knees." A subsidiary of Live Nation, the California-based ticket sales and
distribution company used the stolen information to gain an advantage over CrowdSurge —
which merged with Songkick in 2015 and later acquired by Warner Music Group (WMG) in 2017
— by hiring a former employee to break into its tools and gain insight into the rm's operations.
The allegations were rst reported in 2017 after CrowdSurge sued Live Nation for antitrust
violations, accusing Ticketmaster of accessing con dential business plans, contracts, client
lists, and credentials of CrowdSurge tools. According to court documents released on
December 30, after being hired by Live Nation in 2013, Stephen Mead, who was CrowdSurge's
general manager of U.S. operations, shared with Zeeshan Zaidi, the former head of
Ticketmaster's artist services division, and another Ticketmaster employee the passwords to
Artist Toolbox, an app that provided real-time data about tickets sold through the victim
company. Besides password theft, Mead is also accused of providing "internal and con dential
nancial documents" retained from his former employer, as well as URLs for draft ticketing web
pages so as to learn which artists planned to use CrowdSurge to sell tickets and "dissuade"
them from doing so.
Ticketmaster previously settled a lawsuit brought by Songkick in 2018 by agreeing to pay the
company's owners $110 million and acquire its remaining intellectual property not sold to WMG
for an undisclosed amount. Besides paying the $10 million penalties, Ticketmaster is expected
to maintain a compliance and ethics program to detect and prevent such unauthorized
acquisition of con dential information belonging to its rivals.The company will also be required
to make an annual report to the U.S. Attorney's O ce over the next three years to ensure
compliance.

Read More on TheHackerNews

WhatsApp updates privacy policy to enable
sharing more data with Facebook

In a major update to its Privacy Policy and Terms of Service, WhatsApp is notifying users in
many parts of the world that as of February 8 it will share some of their data with Facebook, the
chat app’s parent company. Importantly, users who won’t agree to the new terms will need to
stop using the app or delete their accounts.
Note, however, that users in Europe will be exempt from the service’s new data-sharing
practices and are only shown the rst two of the three points in the notice. WhatsApp’s director
of policy for Europe, the Middle East and Africa (EMEA). How about the rest of the world,
though? Here’s an important part of the platform’s updated ToS as it will apply to those users:
“As part of the Facebook Companies, WhatsApp receives information from, and shares
information with, the Facebook Companies as described in WhatsApp’s Privacy Policy, including
to provide integrations which enable you to connect your WhatsApp experience with other
Facebook Company Products; to ensure security, safety, and integrity across the Facebook
Company Products; and to improve your ads and products experience across the Facebook
Company Products,”
At this point it is important to remember some of the key information that WhatsApp collects:
Your phone number that you used to create an account
Your pro le picture and pro le information
The phone numbers of your WhatsApp contacts
Transaction and payments data
Location information
Information about your device such as the model, operating system, and mobile network
Other information, including your IP address, device operations information, and
identi ers
By agreeing with new terms and policy you will be effectively agreeing to Facebook and its
subsidiaries having access to at least some of your data.
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