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Bombshell Report Finds Phone Network
Encryption Was Deliberately Weakened

A weakness in the algorithm used to encrypt cellphone data in the 1990s and 2000s allowed
hackers to spy on some internet traffic, according to a new research paper.
The paper has sent shockwaves through the encryption community because of what it implies:
The researchers believe that the mathematical probability of the weakness being introduced on
accident is extremely low. Thus, they speculate that a weakness was intentionally put into the
algorithm. After the paper was published, the group that designed the algorithm confirmed this
was the case.
A spokesperson for the organization that designed the GEA-1 algorithm, the European
Telecommunications Standards Institute (ETSI), admitted that the algorithm contained a
weakness, but said it was introduced because the export regulations at the time did not allow
for stronger encryption.
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Kindred Group in brief
Kindred Group is one of the world’s leading online gambling operators with business across
Europe, US and Australia, offering 30 million customers across 9 brands a great form of
entertainment in a safe, fair and sustainable environment. The company, which employs about
1,600 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European
Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity
Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014
EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read
more on www.kindredgroup.com.
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