Security Newsletter
27 Sep 2021

Subscribe to this newsletter

FBI held back ransomware decryption key
from businesses to run operation targeting
hackers

The FBI refrained for almost three weeks from helping to unlock the computers of hundreds of
businesses and institutions hobbled by a major ransomware attack this summer, even though
the bureau had secretly obtained the digital key needed to do so, according to several current
and former U.S. officials.
The key was obtained through access to the servers of the Russia-based criminal gang behind
the July attack. Deploying it immediately could have helped the victims, including schools and
hospitals, avoid what analysts estimate was millions of dollars in recovery costs.
But the FBI held on to the key, with the agreement of other agencies, in part because it was
planning to carry out an operation to disrupt the hackers, a group known as REvil, and the
bureau did not want to tip them off. The previously unreported episode highlights the trade-offs
law enforcement officials face between trying to damage cyber criminal networks and promptly
helping the victims of ransomware — malware that encrypts data on computers, rendering them
unusable.
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Kindred Group in brief
Kindred Group is one of the world’s leading online gambling operators with business across
Europe, US and Australia, offering 30 million customers across 9 brands a great form of
entertainment in a safe, fair and sustainable environment. The company, which employs about
1,600 people, is listed on Nasdaq Stockholm Large Cap and is a member of the European
Gaming and Betting Association (EGBA) and founding member of IBIA (Sports Betting Integrity
Association). Kindred Group is audited and certified by eCOGRA for compliance with the 2014
EU Recommendation on Consumer Protection and Responsible Gambling (2014/478/EU). Read
more on www.kindredgroup.com.
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